LESSON  PLAN

Teaching unit: Online Security 
Lesson title: Secure Passwords
School subject: cross-curricular (English and ICT)
Allocated time: 45-50 minutes
Students’ age: 12-15
Description of the issue
Teachers can help their students to use the Internet safely by teaching them some basic rules. One of them is to keep their passwords secret. Passwords can stop other people from seeing your private information or pretending to be you. 
When students become adults they will use passwords to check their online bank accounts or to shop online. As a consequence, knowing how to create secure passwords will help them to keep their money safe.

Pedagogical objectives for teachers:

· to enhance students’ understanding of the importance of safety and security on the Internet
· to provide students with practice in identifying strategies and creating secure passwords
Pedagogical objectives for students
Students will be able:

· to explain the importance of online safety and security 
· to identify strategies (at least 3 dos and 3 don’ts) for creating and protecting secure passwords
· to create a short PowerPoint presentation (4-5 slides) on creating secure passwords 
Skills: integrated language and ICT skills

Assumed knowledge: 

Students are familiar with the basics of PowerPoint and have a good command of English

Equipment needed: computers with an Internet connection and a video projector
	AIMS
	STAGES AND ACTIVITIES
	INTERACTION
	TIME

	- to warm students up


	Warm-up
- greetings

- basic conversation about the IT equipment in the Computer Lab


	T-S
(teacher-student)
	1 min.

	- to check students’ homework/previous knowledge
	- checking students’ homework or their previous knowledge
	T-S

	5 min.

	- to get students into the topic of the unit and the title of the lesson – “Secure Passwords”
	Lead-in
· Show students a key/bunch of keys and try to elicit the title/topic of the lesson
· Allow pupils to make guesses and initiate discussions on the importance of safety and security on the Internet
How are the keys just like passwords? What things do we like to keep locked up?
· Pupils discuss how passwords are like keys and why it is important to have a password that isn't easy to guess
	T-S
S-S

	3 min.

	- to present the new topic of the lesson 
	Presentation
· Allow students to watch a short video-clip “A Password Rap” http://www.youtube.com/watch?v=tlJf1v57ryI&feature=channel (a resource developed by NetSmartz.org)
· Summarize the explanation provided by the rap to make sure all students have understood the strategy to create a secure password in order to maintain their online security and safety
· Discuss the concept of non-identifying information and basic ideas for what makes up a good password
· Show your students how to create a secure password 
· Make an easy to remember sentence and write it on the board
· Take the first letter of each word to form the password

· Replace the word “four” with “4”

· You can also put symbols (such as: +, @, & etc) and use upper and lower case letters to make the password stronger

my

cat

Shania

is

four (4)
years

old

Here are some passwords you can create, using te above-mentioned sentence: mc+S+i4yo or mcSi4+yo
	T-S
	7 min.

	- to provide students with practice in order to create safe passwords
	Controlled practice
· Allow students (divided into pairs) to do a set of interactive exercises with instant score and feedback, focused on creating secure passwords (a resource created by myself)
Choosing secure passwords
The password is the key to your house
· Check the interactive exercises with the whole class (a video projector is needed) and find out students’ scores

· Review the importance of keeping a password private and the steps/key points they should follow in order to create a strong and safe password (e.g. Make sure your password is 8 characters long and has letters AND numbers; Use also symbols and upper & lower case letters to make it safer; Make sure it DOESN’T include any personal information, like: your name, age, address, street, or town, school name or mascot pet's name; You definitely DON'T want your password to be something so complicated

that you are always forgetting it. Make a rap, rhyme, or song to remember it). 

Remind your students: This password is ONLY for you and your parents or guardian. 


	S-S
T-S
	10 min.

	- to give students further practice 
	Free practice/Production
· Invite your students (divided into pairs) to create a short PowerPoint presentation (4-5 slides) focused on creating secure passwords (e.g dos and don’ts, examples of secure and insecure passwords and the reasons why they are secure/insecure, tips to keep your passwords secret etc)
· Allow students to access the following link in order to get more information for their task: https://www.safekids.com/tips-for-strong-secure-passwords 
· Show your students the evaluation rubric and remind them that their work will be assessed according to it and the key points in creating a secure password (see them above written in italics)
	S-S
T-S
	15 min

	- to assess students’ work according to the evaluation rubric* and the key points in creating a secure password
	Evaluation
· Ask students to upload their work to a Padlet wall created by the teacher and to present it to the class  
· They will be evaluated by both the teacher and their classmates according to the Key Points (see them above, written in italics) in creating a secure password and the evaluation rubric (see it attached)
· Grade some students

	T-S
S-S
	5 min


* Evaluation rubric
	
( 
	Excellent
10
	Good
8-9
	Satisfactory
6-7
	Needs improvement
5
	Unsatisfactory
4

	Coverage of points required (as stated in the task)
	 - coverage of all points required (as stated in the task) with significant detail
	- coverage of all points required (as stated in the task) with sufficient detail
	- coverage of main points required (as stated in the task) 
 
	- coverage of points required (as stated in the task) with major omissions and/or irrelevant material 
	- coverage of points required (as stated in the task) with notable omissions and/or considerable irrelevance 

	Organization 
	- clear organization 
	- effective organization 
	- adequate organization 
	- inconsistent organization 
	- lack of organization 

	Presentation
(length, layout, fonts, pictures)
	- very good presentation 
	- good presentation 
	- faulty presentation 
	- unsuccessful attempts of an appropriate presentation
	- little or no awareness of appropriate presentation 

	Register
	- wholly appropriate to the purpose
	- generally appropriate to the purpose
	- generally inappropriate to the purpose
	- wholly inappropriate to the purpose
	- little or no awareness of appropriate register

	Overall effect
	- very convincing with clear evidence of original output
	- generally convincing with some evidence of original output
	- satisfactory with no evidence of original output
	- message not clearly communicated
	- very negative on the reader


